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System V IPC

3.1 Introduction

The three types of IPC,

« System V MEssage queues (Chapter &),
= System V semaphores {Chapter 11}, and
« System V shared memory (Chapter 14)

are collectively referred to as “System ¥
three TPC facilities, acknowledging their heri
many similarities in the functions that access them,

nel maintaing on them. This chapter describes all these comman properties.
A summary of their functions is shown in Figure 3.1.

h::.ﬁ:i" Semaphoees | :E:::;

Header cays/nzg. he | <syafsen. b 2gys fabn. b
Fuaiftcibom to ereale or R nsgGat pEnget sk ek
[ Function lox p— orperations magotl sanctl ghmctl
Functicns for [T operations nsgand gEap Alonat
FAGECY | shpdr

Figure 3.1 Summary of System W IPL functioes.
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3.2

Labaratories in Columbiss, Ohia, for an internal version of Unix called {mot surprisingly)
mohumbus Unix™ or fust “CB Unix.” This yersion of Unix was used for "Operation Support
Gyslems,” Iranssction processing systems that sutomated telephone company adminlstration
and recordkeeping. System V IPC was added to the commercial Unix system with System V
arcund 1963,

ey t Keys and frok Function

In Figure 1.4, the three types of System V IPC are noted a5 using key_t values for their
names, The header <sys/types.h> defines the key_t datatype, as an integer, nor-
mally at least a 32-bit integer. These integer values are normally assigned by the ftok
function,

The function frok converts an existing pathname and an integer identifier into a
key_t value (called an IFC key).

tlncluda =sysfipc.h= |

kay_t Erekiconst char “patiname, int il i

I_ Bebarns: [PC key if OF, =1 on efar J

This function takes information derived from the pathname and the low-order 8 bits of
id. and combines them into an integer IPC key.

This function assumes that for a given application using System V IFC, the server
and clients all agree on a single patname that has some meaning to the application. It
could be the pathname of the server daemon, the pathname of a common data file used
by the server, or some other pathname on the system. 1f the client and server need only
a single IPC channel between them, an id of one, say, can be used. If multiple IFC chan-
nels are needed, say one from the client to the server and another from the server to the
client. then one channel can use an id of one, and the other an id of two, for example.
Once the pathname and id are agreed on by the client and server, then both can call the
£+ ok function to convert these into the same IPC key.

Typical implementations of frok call the stat function and then combine

1. information about the filesystem on which patlname resides (the st_dey mem-
ber of the stat structure),

7 the file's i-node number within the flesystem (the sr_ino member of the stat
structure), and

3, the low-order 8 bits of the id.

The combination of these three values normally produces a 32-bit key. No guaraniee
exists that two different pathnames combined with the same id generate different keys,
because the number of bits of information in the three items just listed (filesystem iden-
tifier, i-node, and id) can be greater than the number of bits in an integer. (See Exer-
cise 3.5.)
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key_t Keys and frok Function ol

The i-node number is never 0, 0 most implementations defing IPC_FRIVATE [which we
describa in Section 3.4) tobe O

If the pathmame does not exist, or is not accessible to the calling process, ftok
returns ~1. Be aware that the file whose prthname is used to generate the key must not
he a file that is created and deleted by the server during its existence, since each kme it
is created, it can assume a new i-node number that can change the key returned by
ftolk to the next caller.

Example

The program in Figure 3.1 takes a pathname as a command-line argument, calls stat,
ealls ftok, and then prints the st_dev and =t _ino members of the stat structure,
and the resulting IPC key. These three values are printed in hexadecimal, 50 we can ¢as-
ily see how the IPC key Is constructed from these two values and our id of 0x57.

- soipe ok .
1 Finclude "dnpipe.h® )
2 inkt
1 mainfint argo, chas **argvi
& 0
5 sErusE Sstat staky
[ if |arge = 2}
T err_guit{“usage: Etok <pachnames"};
il Stat (acgvil], Esktac):
9 prinef(=ac_dev: Wlx, st ino: Wlx. key: Rxhn®.
1] {e_long) stat.sc_dev, (b _long) stak.8E_1ino,
11 Fraokiaogw([l]. O=5T) )
13 exic (0] 1
13 1} h
spipc)frok.c

Figure 3.2 Obtain and print filesystem information aevd resulting IPC key

Executing this under Solaris 2.6 gives us the following:

golarisz ¥ fetok fato/systasm

gt daw: BOBO1A, sc_ino: 4all, key: 3TOLEalb
golaris % feok JusE/tmp

sk _degwi BO00LS, gt _ino: 10BTE, kKay: 5701578
solarls % ftok /hoss/restevensfHall.ouk

gr dew: BOODLE, st_ino: 1b03, kay: STOLELNG

Apparently, the id is in the upper 8 bits, the low-order 12 bits of st_dev in the next
12 bits, and the low-order 12 bits of st_ino in the lowe-order 12 hits.

Our purpose in showing this example s not to let us count on this combination of
information to form the IPC key, but to let us see how one implementation combines the
pathname and id. Other implementations may do this differently.

TrocBSDH ses the Tower B bits of the i, the lower B bits of st_dew, and the lower 16 bits al
ﬁl.'_j!'lﬂ.
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Mote that the mapping done by £Eok 15 one-way, since some bits from st_dev and st_ino
are not used. That is, given a key, we cannot determine the pathname that was used bo crmate

the key.

3.3 ipc_perm Structure

The kernel maintains a structure of information for each [PC object, similar to the infor-
mation it maintains for files,

struct dpe_perm [

uld_k uid; /* owmerts user id *f

pid_k gid; f% guner's group id =/

uid_E cuid; f* prestor's user id =4

gid_& ogld; f* creator’s group id =/

mode_t mode J* rgad-write permissions */
wlong £t S8g; /* glot usage segquance number =/
ey _t Bays /* IPC key *f

bi

This struchire, and other manifest constants for the System V IPC functions, are defined
in the <sys/ipc.h> header. We talk about all the members of this structure in this
chapter.

3.4 Creating and Opening IPC Channels

The three get XXX functions that create or open an IPC object (Figure 3.1) all take an
IPC key value, whose type is key_t, and return an integer identtifier. This identifier is
not the same as the id argument to the £tok function, as we see shortly. An application
has two choices for the key value that is the first argument to the three get XXX func-
tions:

1. call ftok, passing it a pathname and id, or

2. specify a key of TPC_PRIVATE, which guarantees that a new, unique IPC object
is created.

The sequence of steps is shown in Figure 3.3.

char *pathmame Ii L
e R = froki) %
| | |

e BRI ﬂ snb e I:n:qn'r.l {1, megand{]l, msgrcvil]

e B sanget [} ————s=pemctli], semepl}
by ol XPC_PRIVATE ad atmg :[:.| shmetl{], shmat(), shmdt(]
pEn Of create access IPC channel
IPC channel

Figure 33 Generating IPC identifiers from IPC kevs
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All three get XXX functions (Figure 3.1) also take an gflag argument thal specifies the i
read—write permission bits (the mode member of the ipc_perm structure) for the IPC
object, and whether a new IPC object is being created or an existing one is being refer-
ericed. The rules for whether a new IPC object is created or whether an existing one 1s 1
referenced are as follows: |

* Specifying a key of IFC_PRIVATE guarantees that a unique IPC object is created.
No combinations of petheame and id exist that cause £tok to generate a key value
of IPC_PRIVATE.

» Satting the TPC_CREAT bit of the oflag argument creates a new entry for the
specified key, if it does not already exist. If an existing entry is found, that entry
is returned.

» Setting both the TPC_CREAT and IPC_EXCL bits of the oflag argument creates a
new entry for the specified key, only if the entry does not already exist. IF an
existing entry s found, an error of EEXIST Is returned, since the IPC object
already exists.
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The combination of TPC_CREAT and IPC_EXCL with regard to IPC objects is
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function.

| Setting the TPC_EXCL bit, without setting the TPC_CREAT bit, has no meaning,.

| The actual logic flow for opening an IPC object is shown in Figure 3.4. Figure 3.5 shows
another way of looking at Figure 3.4.

Mote that in the middle line of Figure 3.5, the IPC_CRENT flag without IPC_EXCL,
we do not get an indication whether 2 new entry has been created or whether we are
referencing an existing entry. In most applications, the server creates the [PC object and
| specifies efther TPC_CREAT (if it does not care whether the object already exists) or

IPC_CREAT | IPC_EXCL (if it needs to check whether the object already exists). The
clients specify neither flag (assuming that the server has already created the object).
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Tie Svstem WV IPC functions define thelr own IPC_zir consiants, frsbead of ising the
O_CREAT and O_EXCL consbants that sre used by the stardard open function along with the
Posix IPC functions (Figore 2.3).

re

= =

Alss nite that the System V [PC functions combine their TPC_sxy constants with the permis
sian bits (which we describe in the next section) into a single oflrg argument. The span func-
tion alomg with the Posix [PC functions have ope argument nasned offay that specifies the
varieus 6_gey flags, and another argument named mode that specifies tha permissian bits
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(]
crealie W entry
sdarf bers return identifier
l Tm:l
yes Ve errar rekrn,
au T WATE 7 [— ¥ full ¥
|'"!-' IPC_PRIVATE ystem tatles [~ ™ arrno = ESOSEC
e
W I:nlr;'t e T]"“'
is croabedd 3 |
o | i 304} Brroe returm,
does key already oxist 7 —ﬁh- I1PC_CREAT S84 T l— —i- : R
¥ | arInn = ElRAERT
R |
LN
yil
- T
are bath 1|'I.'!_|:F\.EF-.T—| yes ermar rehien,
and TPC_EACL set? | errno = EEXIST
exisbing |
enkry iF | n
referenced T
1 th eraf feb
KIT n_h:l:l:l:'bs - na Tar e I'r'-.._
L |:nn||'|ls.:i|-:|r-:|D'|{. J grrno = EACCER
| yes
L
(]
return identifier
Figure 3.4 Logic for ereating or apening an IFL olrject,
affig Argmsent | kry dives not codsk iy already exists

3.5

@fror, errma = EROENT " OK, references existing object
OK. creates pew entry | O, references existing olsject
OK, creates pew entry |  emmog errne = EERIST |

no special Nags
IPC_CREART
IPC_CREAT | IPC_ENCL

Figure 3.5 Logic for creating or opening an IPC channel

IPC Permissions

Whenever a new IPC object is created using one of the gerXXX functions with the
» ipo_perm structure (Sec-

1pC_CREAT flag, the following information is saved in the
Hon 3.3k
jalize the mode member of the

bits for the three different
fited 3 bits.)

1. Some of the bits in the ofltg argument init
ipc_perm structure. Figure 3.6 shows the permission
IPC mechanisms. (The notation >> 3 means the value is right sh
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Goction 3.5 Jll'-'E Permissinns 1 ‘
I
1
1

Ey"nhn.: Inolic values
Mumeric hMessage . Shared v
Lo T
(octall gl L e mamary I
0400 | MG R SEM_R SHH_R read by user
204 SO _W SEM_A ERH_W write by user |
agan MeG R o»» 3 | SEM_R »» 1 | EMM_R »» 3 | yead by group
0oz MSG_M »» 3 | SEMA >> 3 | EHMW >> 3 write by group
aacd HSG R = 6.| SEM R »>» & | EEBLR >> 6 read by others
1§ [ale: MG W »> 6 | GEM_A >> & | BHN W >» f | write by others

Figure 3.6 mode values for TPC read-write permissions,

7 The two members cuid and egid are set to the effective user ]D and effective
group ID of the calling process, respectively. These two members are called the
creator [Ds.

3 The bwo members uid and gid in the ipc_pers structure are also set to the
effective user ID and effective group 1D of the calling process. These two mem-
bers are called the cwner IDs.

The creator IDs never change, although a process can change the owner ID= by calling
the ct1X¥Y function for the IPC mechanism with a command of IPC_SET. The three
ct1XXX functions also allow a process to change the permission bits of the mode mem-
ber for the IPC object.

Most implementations define the six constants MS0_F, HS0_W, SEH_R, SER_A, SHH_R, arsl
gxe_W shown in Flgure 3.4 In the <sy=/neg . b», <5ys/sen, h>, and <ays/shm. b headers
But these are not required by Unix 98, The suffix A in SEM_A stands for "alter”

The three et XXX functions do not use the normal Upix file mode creabion paask. The permis-
sions of the message queus, semaphare, or shered memony segment ane sel 1o sacily what the
function specifies.

Pasix IPC does not let the creator of an [PC abjeet change the owner. Moshing is like the
IPC_SET command with Posbx IPC. But if the Fosix [PC name Is stored in the Blesystem, then
the superuser can change the owner using the chown command.

Two levels of checking are done whenever an IPC object is accessed by any process,
once when the IPC object is opened (the get XXX function) and then each time the IPC
object is used:

1. Whenever a process establishes access to an existing IPC object with one of the
getXXX functions, an initial check is made that the caller’s oflag argument does
not specify any access bits that are not in the mode member of the ipc_perm
structure, This is the bottom box in Figure 3.4. For example, a server process
can set the mode member for its input message queue s¢ that the group-read
and other-read permission bits are off. Any process that tries to specify an ofiag
argument that includes these bits gets an error return from the megget function.
But this test that is done by the get XXX functions Is of little use. It implies that
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3.6

ihe caller knows which permission category it falls into—user, group, or other.
If the creator specifically turns off certain permission bits, and if the caller speci-
fias these bits, the error is detected by the get XXX function. Any process, how-
ever, can totally bypass this check by just specilying an oflag argument of 0 if it
knows that the IPC object already exists.

2. Every IPC operation does a permission test for the process using the operation.
For example, very Hme & Process tries to puk a message onlo a Tessage quewe
with the msgsnd function, the following tests are performed in the order listed.
As s00n as a best grants access, No further tests are performed.

a. Thesuperuser is always granted access.

b. If the effective user I} equals either the uid value or the cuid value for the
IPC object, and if the appropriate access bit is on in the mode member for the
IPC object, permission s granted. By "2 ppropriate access bit," we mean the
read-bit must be set if the caller wanis to do a read operation on the IPC
object (receiving a MesSAgE from & message queus, for example), or the
write-bit must be set for a write operation.

o 1f the effective group 1D equals either the gid value or the egid value for
the IPC object, and if the appropriate access bit iz on in the mada member for
the IPC object, permission is granted.

d. 1f none of the above tests are true, the appropriate rother” access bit must be
on in the made member for the IPC object, for permission to be allowed.

Identifier Reuse

The ipc_perm structure {Section 3.3) also conlains a variable named seg, which 15 a
clat usage sequence number. This is a counter that is maintained by the kernel for every
potential IPC object in the system. Every time an IPC object is removed, the kernel
increments the slot number, cydling it back to zero when it overflows.

What we are describing in this section i he common SVR4 implementation. This implemen-
talion bechnique is pot mandated by Unix 98

This counter is needed for two reasons. First, consider the file descriptors main-
tained by the kernel for open files. They are small integers, but have meaning only
within a single process—they are process-specific values. If we try to read from file
descriptor 4, say, in a process, this approach works only if that process has a file open on
this descriptor. It has no meaning whatsoever for a file that might be open on file
descriptor 4 in some other unrelated process. System V IPC identifiers, however, 318
systermuide and not process-specific.

We obtain an IPC identifier (similar to a file descriptor) from one of the get func-
tions: mEgget, semgek, and shmget. These identifiers are also integers, but their
meaning applies to all processes. If two unrelated processes, a client and server, for
example, use a single message GUELE, the message queue identifier returned by the
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magld = 1040
magid = 150
naglid = 200
magld = 250
magld = 300
magld = 350
pagld = 400
magld = 450

If we run the program again, we see that this slot usage sequence number is a kearnel
variable that persists between processes.

solaris % @lok

magld = 500
mugid = 550
megid = 630
msglid = 650
msgid = TOQ
nsgid = 750
msgid = BOO
meqgid = 250
neglid = 300
pogid = 950

ipes and ipcrm Programs

Since the three types of System V [PC are not identified by pathnames in the filesystem,
we cannot look at them or remove them using the standard 15 and rm programs.
Instead, two special programs are provided by any system that implements these types
of IPC: ipcs, which prints various pieces of information about the System V [PC fea-
bures, and ipcrm, which removes a System V message queue, semaphore set, or shared
memory segment. The former supports about a dozen command-line options, which
affect which of the three types of [PCis reported and what information is output, and
the latter supports six command-line options. Consult your manual pages for the
details of all these options.

Since System V IPC is not part of Posix, these two commarwds are not standardized by Poste 2.
Bist these two commards are part of Unix 55

Kernel Limits

Most implementations of System V IPC have inherent kernel limits, such as the maxd-
mum number of message queues and the maximum number of semaphores per
semaphore set. We show some typical values for these limits in Figures £.25, 11.9, and

14.5. These limits are often derived from the original System V implementation.

Cactian 112 of [Bach 1986] and Chapter 8 of [Goodheart and Cox 194 both describe the
Gystem V implementation of messages, semaphates, and ghared mamaory. Some of ikese 1Emils
are desgribed therein.
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Unfortunately, these kernel limits are often too small, because many are derived
from their original implementation on a small address system (the 16-bit PDI11). For-
tunately, most systems allow the administrator to change some or all of these default
limits, but the required steps are different for each flaver of Unix. Most require reboot-
ing the running kernel after changing the values, Unfortunately, some implementations
still use 16-bit integers for some of the limits, providing a hard limit that cannot be
exceeded.

Solaris 2.6, for example, has 20 of these limits. Their current values are printed by
the sysdef command, although the values are printed as 0 if the corresponding kernel
module has not been loaded (i.e, the facility has not yet been used). These may be
changed by placing any of the following statements in the /etec/system file, which is
read when the kérnel bootstraps.

det migeyE:REgLAlo_Bagaey = walue

set msgsys:sraginlo_magess = wilup

set magsys:raginfo_mageqgl = wilue

set mageyvsineginfo_megmap = velue

pet megeysimsginfo_megmax = wilue
sot mogsys:msginfo_msganb = e
et mogsys:meginfo_msgani = Udle
st semsys:sendnfo_semopm = talie
got gomoys:seminfo_semme = talie
geL samsys:seminfo_semaem = oalie

pat pomsys:saminfo_semmap = palie
set gamaye:seminfo_somemy = noline
sok semayva;saminfo_samnsl = palie
fet aemaye;saminfo_sammnl = palre
EeE memaysiseminfa_mermns = paline

sEE semaysseminfo_semmou = palne
set shmsysishminfo_shmein = talne
set shmsysishminfo shmseg = mlme
set shmsyvs:shminfo shmmax = bl

set shmsys:shminfo shmend = falus

The last six characters of the name on the left-hand side of the equals sign are the vari-
ables listed in Figures 6.25, 11.9, and 14.5.

With Digital Unix 4.08, the sysconfig program can query or modify many kernel
parameters and limits. Here is the output of this program with the -g option, which
queries the kernel for the current limits, for the ipc subsystem. We have omitted some
lines unrelated to the System V IPC facility.

alpha % /ebinfsyeconflg -g ipo

ipai

mlg=max = 8192
mag-mnbk = 16384
aeg-mnil = 64
aeg-egl = &0

shm-max = £194304
shm-min = 1
shm-mnl = 128
shm-peg & 32
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3.9

cep=noi = 16
gem=mal = Z%
gssi-opm = 10
sep-une = 10
sam-wmx = I3TET
gam=apm = 16384
nim~-of-gems = 60

Different defaults for these parameters can be specified in the Jete/sysconfigtab
file, which should be maintained using the sysconfigdb program. This file Is read
when the system bootstraps.

Summary

The first argument to the three functions, msgget, semgat, and shmget, is a System ¥
IPC key. These keys are normally created from a pathname using the system’s £tok
function. Tha key can also be the special value of IPC_PRIVATE. These three functions
create a new IPC object or open an existing [PC object and return a Sysiem V IPC identi-
fier: an integer that is then used to identify the object to the remaining [PC functions.
These integers are not per-process identifiers (like descriptors) but are systemwide iden-
tifiers. These identifiers are also reused by the kernel after some time.

Assoclated with every System V [PC object is an ipc_pexi structure that contains
information such as the owner’s user ID, group ID, read-write permissions, and =0 0N
Cine difference between Posix [PC and System V IPC is that this information ks always
available for a System V IPC object (by calling one of the three XXXct1 functions with
an argument of IPC_STAT), but access to this information for a Posix IPC object
depends on the implementation. If the Posix IPC object is stored in the filesystem, and
if we know Its name in the filesystem, then we can access this same information using
the existing filesystem tools.

When a new System V IPC object is created or an existing object is opened, two
flags are specified to the get XXX function (IPC_CREAT and IPC_EXCL), combined
with nine permission bits.

Undoubtedly, the biggest problem in using System V IPC is that most implementa-
tions have artificial kernel limits on the sizes of these objects, and these limits date back
to their original implementation. These mean that most applications that make heavy
use of System V IPC require that the system administrator modify these kernel limits,
and accomplishing this change differs for each flavor of Unix.

Exercises

31 TRead about the msgetl function in Section 63 and modify the program in Figure iTho
print the seg mamiber of the Lpo_perm struchare in addition to the assigned identifier.
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Immediately after running the program In Figure 3.7, we run a program thal creates two
message queues. Assuming no other message queuss have been used by any other applica-
Hons since the kernel was booted, what two values are returned by the kernel as the mes-
sage queue identifiers?

We noted In Section 3.5 that the System V IPC ger XXX functions di not use the fle mode
creation mask. Write a test program that creates a FIFO (using the mkfifo function
described In Section 4.6) and a System V message queue, specifying a permission of (octal)
666 for both, Compare the permissions of the resulting FIFO and message queus, Make
certain your shell umask value Is nonzero before running this program.

A serwer wanls to create & '|1I1:q|JE MEssape quets for L= clients, Which is Frl.'{er.ll.'llﬂ—'il-Ei'ﬂE,
some constant pathname (say the server’s executable file) as an argument to Etok, or using
IPC_PRIVATE?

Modify Figure 3.2 to print just the IPC key and pathname. Run the £ind program Lo print
all the pathnames on your system and run the output through the program just modified.
How many pathnames map to the same key?

If your system supports the sar program (“system activity reparter”), run the command
sar -m 5 6

This prints the number of message queue operations per second and the number of
semaphore operations per second, sampled every 5 seconds, 6 Hmes.




