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Shared Memory Infroduction

Introduction

Shared memory s the fastest form of IPC available. Once the memory is mapped into
the address space of the processes that are sharing the memory region, no kernel
involvement occurs in passing data between the processes. What is normally required,
however, is some form of synchronization between the processes that are storing and
fetching information to and from the shared memory region. In Part 3, we discussed
various forms of synchronization: mutexes, condition variables, read-write locks, record
locks, and semaphores.

What we mean by “no kel Ievoleement™ b (hat the procssses da not execute any sys-
tem calls into the kernel bo pass the dats. Obviously, the kernel must establish the mems-
ory mappings that allow the processes to shame the memory, and then manage this
miemory over Hma (handle page s, and the ike).

Consider the normal steps involved in the client-server file copying program that
we used as an example for the various types of message passing (Figure 4.1).

* The server reads from the input file. The file data is read by the kernel into its
memory &nd then copied from the kernel to the process.

* The server writes this data in a message, using a pipe, FIFO, or message queue.
These forms of IPC normally require the data to be copled from the process to
the kernel.

We use the qualifier mormully because Posix messape queues can be implemented using
memery-mapped [/0 (the s=ag unction that we descibe in this chapler), as we showed
tn Sectiom 5.8 and ag we show in the solution to Exverdise 122 In Figure 111, we assums
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{hat Posix message quedes are implemented wiithin the kernel, which is gnother pessibil-
iy But pipes, FIFCs, apd Sysbem W messgE e a1t ivolve copying the data fram the
process to ihe kernel for a wgite or BET srd, or copying the data from e kernel bo the

pro<ess far B read or REQTEY-
« The client reads the data from the TPC channel, normally requiring the data to be
copled from the kernel to the process.
+ Finally, the data is copied from the client's bulffer,
write function, to the output file.

the second argument to the

A total of four copies of the data are pormally required. Additionally, these four copies
the kernel and a process, often an expensive copy (more expensive

are done between
than copying data within the kernel, of copying data within a single process). Fig-

e 12.1 depicts this movement of the data between the client and server, through the

kernel.
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Figure 121 Flow i fie data from. server io client.

with these forms of IPC—pipes, FIFOs, and message queues—is that

The problem
the information has o g2 through the ker-

for two processes 10 exchange information,

nel.
ing two OF MOoTe processes share

Shared memory provides a way around this by lett
a region of memory. The processes misst, of course, coordinate or synchronize the use of
the shared memory AmOnNg ihemselves, (Sharing a common piece of memory s similar
to sharing a disk file, such as the sequence numiber file used in all the fle lockang exam
les) Any of the techniques described in Part 3 can be used for-this synchronization.

The steps for the client-Server example are now as follows:

s The server gets access toa shared memory object using (say) a semaphore.

« The server reads from the input file into the shared memory object. The second
argument to the read, the address of the data buffer, points into the shared
memaory object.

+ ‘When the read is complete, the server I

« The client writes the data from the share

gtifies the client, using a semaphore.
4 memary object to the output file.
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This scenario is depicted in Figure 12.2.
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Figare 12.2 Copying file data from sery er 1o client waing shared memary.

client address spece. _ _

In this figure the data is copied only twice—from the input file into shared memory and
from shared memory to the output file. We draw one dashed box enclosing the client
and the shared memory object, and another dashed box enclosing the server and the
shared memory object, to reinforce that the shared memory object appears in the
address space of both the client and the server.

The concepts involved in using shared memory are similar for both the Posix inter-
face and the System V interface. We describe the former in Chapter 13 and the latter in
Chapter 14

In this chapter, we return to our sequence-number-increment example that we
started in Chapter 9. But we now stare the sequence number in memaory instead of in a
file.

We first reiterate that memory is mo! shared by default between a parent and child
across a fork. The program in Figure 12.3 has a parent and child increment a global
integer named count.

Create and Initialize semaphore

13-24  We create and initialize a semaphore that protects what we think is a ghared vari-
able (the global count). Since this assumption is false, this semaphore is not really
needed. Notice that we remove the semaphore name from the system by calling
sem_unlink, but although this removes the pathname, it has no effect on the
semaphore that is already open. We do this so that the pathname is removed from the
filesystem even if the program aborts.

Set standard output unbuffered and fozk

13 We set standard output unbuffered because both the parent and child will be writ-
ing to it. This prevents interleaving of the cutpul from the two processes.

16-29 The parent and child each execute a loop that increments the counter the specified

number of times, being careful to increment the variable only when the semaphore is
held.
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1 Binchude unpipc.B®

| idgfine EEI'L_H.H.]'TE 'u':;-,":erl'

3 imk count = OF !
i int

% mainiint arge. char ww grgyl

LI

1 int {, mleopi

B gom _k “EOEEXD

% if large != 21

10 err_guil [Fosages ipcTl cilocps>"iF

11 nlosp = atol (argviills

i Je creakE, jaleialize. ard unlin® genaphor ®f

13 mITEX = Etn_,cﬁ-il.'l.lT'J:__LpE_nL'ﬂtl[E'EI!{_H!...“‘EI. Q,C'H-'Lh‘l' 1 o_ExCLs FILE_MODE. 111
14 Sem_unl in‘uli'x_Lp-:_nnr:-e-:E-r::L:-lM‘.ﬂ-: i

15 gathbuf {staoukb, RRILL) 2 = stdaout i= snbufEared */f
16 3f (Fosk(l == oy K j= child uf

17 for (L= g i = nleopi jas) f

1B Ean,_ua.j.-:-;mutm'u i

13 p:l.nr.iﬁc'r.ll:'.l-. rdip=, countt*ii

20 cam_post |matexh

21 ¥

23 exit l0b:

13 ¥

14 = parant af

15 for 1L = O i = pleoopF jae] 1

28 Sam_wait [ratexl §

a7 p;‘i:n.l:El'nlrunt: LT RN g EcabtEE] I

I8 £gm_post iEuk ] i

19 1

3B axiaT 0l
) shi [ Enerle

1f we run this program and look only at the cutput W

Figure 113 Parent and child bath jrcremnent fhe sami ghobal,

hen the system switches

between the parent and child, we have the following:

£hild: @
enilds 1
child: ETH
child: 6T%

pazent: ]
parent: 1

parentt 1220
parenii 1221
chila: 684

ghitd ris fersk, counfer starts o o

chiM is stopped, parent runs, coutler starts &t ¥

parent is stopped, child runs
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As we can see, both processes have their own copy of the global count. Each starts il
- r ' § - . i ] T | 2 ! 1
with the value of this variable as 0, and each increments its own copy of this v ariable. e
Figure 12.4 shows the parent before calling fork. 14
pareni 1 '
' 8!
iBT Ccountj i |
+h
parent executing T =8| ¢ (Forki) == 0) . E
f* child =/ ] ‘1
i
' i
8
J* parent L { ..!
i &
1 _ £
Figure 124 Tarent before calling fork ¥ i
' i i
When £ork is called, the child starts with its own copy of the parent’s data space. Fig- 1t 4
ure 12.5 shows the bwo processes after fark returns. i
|I .
parent child gy
Int counki int count: |
if {Fockl(} == Q) { | £ (Forki]l == G} { :
| /* child */ J* ehild v} :
- T child executing here —s= e
} ) .:
1
5 §* parent */ f* parent *f i !
paarnlnt!.'uhl'-;hrm--l-] s | it
B
Figure 125 Parent and child after £ark retufms I
&
| We see that the parent and child each have their own copy of the varlable count. &
iy
122 pmap, munmap, and msyne Functions k

The emap function maps either a file or a Posix shared memory object into the address
space of a process. We use this function for three purposes:
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1. with a regular file to provide memory-mapped 1/0 (Section 12.3),
3. with special files to provide anonymous memory mappings (Sections 124

and 12.5), and
3. with shm_open 0 provide Posix shared memory between unrelated processes

(Chapter 13).
_'_,_;—'_ ——————————————_—
fimoluds f:*_.fl.-'rrml:'l..h? Il
| wokd *mmapiveld sgddr, mize_t lem, Lnt pro. int flags. int . ofLE offset} 2 |
| Returns starting zilidress nliupp-hi reglon il OF, HAT. FALILED Of ErToT _|

addr can specify the starting address within the process of where the descriptor fd
should be mapped. normally, this is specified as a null pointer, telling the kernel to
choose the starting address. In any case, the return value of the function is the starting
~ddress of where the descnptor has been mapped

en 1s the number of bytes to map into the address space of the process, starting at
offset bytes from the beginning of the file. Mormally, offset is U Figure 12.6 shows this

mapping.

sddress space

of process
high mt-mnr:.'r |

ey |
JT.I-PF'l'd | 1'\.
'F'h.l":ll:l:l'l i
al file | I|
i
rearn vahse of mnap — e me—— |
. .
o mESnOry) ".' :
L ¥
| ¢ 1
filg refesenced by dn{ri-'p‘h.#',‘-l.l “";_m""i‘u’n“;';*;f E

lu"":'r]:rﬁ "]i'—_ﬁ 1

Figure 116 Exampse of memary-mapped He.

The protection of the memory-mapped Tegicn is specified by the prof argument
using the constants in Figure 12.7. The comman value for t
| PROT_WRITE for read-write access.

his argument is PROT_READ
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| prod  Description

| FROT_RERD data can be read

! FROT_WRITE | data can be wrillen
PROT_EXEC daks can be evsculbed

| PROT_HOMHE daks canmnct be acoessed

Figure 117 prod prgurmend for meap he

ags |_1|-u'|||1|:|nﬁ
':;.'I.'_ SHARED changes are shared
MAP_PFRIVATE | changes are privabe
HAPF FIXED interpret the alilF & TRuEmn maacty
== - J

Figure 128 flogs argument for mrap

The flags are specified by the constants in Figure 12.8. Either the MAP_SHARED or
the MAP_PRIVATE flag must be specified, optionally ORed with MAP_FIXED, I
MAP_PRIVATE is specified, then modifications to the mapped data by the calling pro-
cess are visible only to that process and do not change the underlying object (either a
file object or a shared memory object). 1f MAP_SHARED is specified, modifications to the
mapped data by the calling process are visible to all processes that are sharing the
object, and these changes do modify the underlying object.

For portability, MAP_FIXED should not be specified. If it is not specified, but addr is
not a null pointer, then it is implementation dependent as to what the implementation
does with addr. The nonnull value of addr is normally taken as a hint about where the
memory should be located. Portable code should specify addr as a null pointer and
should not specify MAP_FIXED.

One way to share memory between a parent and child is to call mmap with
MAP_ SHARED before calling fork. Posix] then guarantees that memory mappings in
the parent are retained in the child. Furthermore, changes made by the parent are visi-
ble to the child and vice versa. We show an example of this shortly.

After mmap returns success, the fif argument can be closed. This has no effect on the
mapping that was established by mmap.

To remove a mapping from the address space of the process, we call munmap.

finclude <ays/mman. b
int muneapiveld *addr. size_t lmi;

Retums: 0 if O, =1 00 erzor

The addr argument is the address that was returned by mmap, and the len is the size of
that mapped region. Further references to these addresses result in the generation of
SIGSEGV signal to the process (assuming, of course, that a later call to mmap does not
reuse this portion of the address space).
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1f the mapped region wa
carded.

s mapped using MAP_FRIVATE, the changes made are dis-

In Figure 12.6, the kernel's virtual memory algorithm keeps the memory-mapped
file {typically on disk) synchronized with the memory-mapped region in memory,
assuming a MAP SHARRED segment. That is, if we modify a location in memory that is
memory-mapped to a file, then at some time later the kernel will update the Ale accord-
ingly. But sometimes, we want to make certain that the file on disk correspo nds to what
s in the memory-mapped region, and we call msyne to perform this synchronization.

| §inciude <ays/mmAn e

| inr meyRc(veid saddr, mize_g e, Lnt Magsh s

L.

= |

Feturps: O I O, <1 on erff |

The addr and len arguments normally refer to the entire memory-mapped region of
memory, although subsets of this region can also be specified. The flags argument is
formed from the combination of constants shown in Figure 1.5,

Constant Description =|
NS _ASTHE perform asynchrofdus wEies
| MS_SYHC perform gy mChronous il
ME_THVALITDATE invalidate cached data

Figure 129 flags ot meyns functien.

One of the two constants MS_ASYNC and M5_SYHC must be EPET."m.L‘d_. but not both. The

difference in these two is thi

at MS_ASYNC returns once the write operations are queued

by the kernel, whereas Ms_SYMC returns only after the write operations are complete. If
MES_INVALIDATE is also specified, all in-memory coples of the file data that are incon-
gistent with the file data are invalidated. Subsequent references will obtain data from

the file.

Why Use mmap T

Our description of mmap so far has implied a memary-mapped file: some file that we

gpen and then map fnto ouw

r address space by calling mmap. The nice feature in using a

memory-mapped file is that all the 1/0 is done under the covers by the kemel, and we
just write code that fetches and stores values in the memory-mapped reglon. We neve:
call read, write, or leeak. Often, this can simplify our code,

Recall our bmplementation of Posix message queUEs USing Fmap and ibe sioring of valoes lnke
a mag_hdr structure in Figare 530 and the fetching of values from & rsg_hds structure in Fig:
ure 531
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12.3

21-14

15-1§

J0-14

Beware of some caveats, however, in that not all files can be memory mapped. Try-
ing to map a descriptor that refers to a terminal or a socket, for example, generates an
error return from mmap. These types of descriptors must be accessed using read and
write (or variants thereof).

Another use of mmap is to provide shared memory between unrelated processes. In
this case, the actual contents of the file become the initial contents of the memory that is
shared, and any changes made by the processes to this shared memory are then copied
back to the file (providing filesystem persistence). This assumes that MAP_SHARED is
specified, which is required to share the memory between processes.

Details on the implemendation of essp and ks r|-|.'|'|||;|-«.||-|_1 ta the kemel's virtual memory

algorithms are provided in [McKusick et al. 199%9] for 44650 and n [Vahalia 1998 and [Ceood-
beart and Cox 1094 for SVRE

Increment Counter in a Memory-Mapped File

We now modify Figure 12.3 (which did not work) so that the parent and child share a
piece of memory in which the counter is stored. To do so, we use a memory-mapped
file: a file that we open and then mmap into our address space. Figure 12.10 shows the
NewW progrim.

New command-line argumant

We have a new command-line argument that is the name of a file that will be mem-

ory mapped. We open the file for reading and writing, creating the file if it does not
exist, and then write an integer with a value of 0 to the file.

smap then close descriplor

We call mmap to map the file that was just opened into the memory of this process.
The first argument is a null pointer, telling the system to pick the starting address. The
length is the size of an integer, and we specify read-write access. By specifying a fourth
argument of MAP_SHARED, any changes made by the parent will be seen by the child,
and vice versa. The return value is the starting address of the memory region that will
be shared, and we store it In ptr.

fork

We set standard output unbuffered and call fork. The parent and child both incre-
ment the integer counter pointed to by per.

Memory-mapped files are handled specially by fork, in that memory mappings
created by the parent before calling fork are shared by the child. Therefore, what we
have done by opening the file and calling mmap with the MAF_SHARED flag is provide a
piece of memory that is shared between the parent and child. Furthermore, since the
shared memory Is a memory-mapped file, any changes to the shared memaory (the piece

of memary pointed to by prr of size sizeof (int})) are also reflected in the actual file
(whose name was specified by the command-line argument).
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&
a

—_ ghr [ imerd £
| 1 #includa sunpipc.h* i3
E" 7 #dafine SEH_HMME myaen” t
i 3 lne L
; ¢ mainline arge, char *=argv) I
[ 21 I
HIE E ink g4, i, nloop, zero = B : !
1 __ 7 int "RELT |
-1.1. 8 gem_E TMUTEX] !
i 5 if |arge i= 3]
[ !‘l 10 arr_mualt | " usage; ince? <pathnape>r ziloopsa®) -
. ﬂ 11 ploop = atol (argvi2li: !
e 13 f» open fils, initlalize to 0, map inko mancry o =
4 f‘ 1% rd = gpenfargvill]. o_ROowWe | O_CREART. FILE_MODE] )
1. 1 writelfd, &ZETO, glzeal [Ant) b
HH 15 per = Mmap [ROLL. sizestiint], FROT_READ | PROT WRITE, MAP _SHARED, fd. Ol
i Y 16 Close{fd]
18 1T j= preats, inltlalize, and unllipk semaphore *4
t_ 18 Rl L EN E-:-:"-_:-;r;.-.lPr_‘-;.ﬂ:_:.."_'e:!'.D"._::a.“.E:-_ O _CRERT | o _EXCL, FILE_MOOE, 14
1 s gam_unllink| P2 _lpc_name [EEM_HM&ME) ] §
l: 240 sarbuf |sbdouk, B j* pcdout is apbuffaped */
31 21 if [Forkll == B} | ;= child =/
. 23 for (1 = 0; L = plocpi fes) |
E "l 23 Sam_wialt [t LN
11 a4 printE|*child: Wdin” [*prT)erli
45 Eem_post (matex);
iy i 1
TH 27 exit (003
i d 1
I
Ll i f= parent "/
i 30 far (i = O; 1 = nleop; Les] I
4" 11 Sem_walt (mutex) i
1 8 ] p:j.r.r.:l'p.,l.'tnt adin®. [*ptzli==li
Tl 31 Sap_post (Fubexd §
';-. ad ¥
R 315 axkie 0l
%
. e sl Jdincrd.e

Figure 1210 Parent and child incrementing a counter in shared memory.

If we execute this program, we se€ that the memory pﬂkntled to by ptr is indead
shared between the parent and child. We show only the values when the kernel
switches between the two processes.

Faia

RO e e 1 -

8 solaris % incr3 /tmp/temp.l 10000 g
k child: & child gharts first Eil
3 child: 1 3
child: 118
e child: 129
] }: parent: 130 ghild is stopped, parerl glarts i
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parent: 131

parent: 618

parent: 637

child: 6318 parent is stopped, child staris
child: £3%

child: 1517
eklild: 1518

parent; 1515 chitd 8 slapped, sl SAEFlE
parant: 1520 i
parent: 19539 IFI'T.I.'JI-'.‘ :l.r mispwl

palaria & od -8B /Eimp/tamp.1

0oDCO00 0000020000

0ooo004
Since the file was memory mapped, we can look at the file after the program terminates
with the od program and see that the final value of the counter (20,000} is indeed stored
in the file.

]-'igun' 12.11 is a modification of Figure 125 showing the shared memory, and show-
ing that the semaphore is also shared. We show the semaphore as being in the kernel,
but as we mentioned with Posix semaphores, this is not a requirement. Whalever
implementation is used, the semaphore must have at least kemel persistence. The
semaphore could be stored as another memory-mapped file, as we demonstrated in Sec-
ton 10.15.

shared memory

parent _// child
. I
int *ptry ———— ink *ptr
|
if [(Farki{l == 0] | if (Fark{] == @) {
f* child =/ f* ghild =¢
A child execating hire —e B
. | | l
{* parent */ /* parent */
parent execuling bere —e= | |
_ [process
RS e R A e Aot el -t e e or e R s DR R ermel

semaphore: | Darl

B S

Figite 1111 Parent and child sharing memory and a semaphore.

We show that the parent and child each have their own copy of the pointer ptr, but
each copy points to the same integer in shared memory: the counter that both processes
increment.
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We now modify our program from Figure 1210 to use a Posix memory-based
semaphore-instead of a Posix named semaphore, and store this semaphore in the shared

memory. Figure 1212 is the new program.

— shomfimcrle
i #irclude “unpipes.h®
2 eeruck shared { f
3 gem £ motex) #* the mutex: a Posix memory-based semaphore *f
i ink counk ) F* apA the counter *f
5 1 shared;
E int
7 main(int arge, char **acgv)
B [
g int fd, i, nleoocp)
4] strust ghared "perg
11 if [args i1m 1)
13 err_guitl*usage: lpcrl <pathname> <kloops=~);
13 nloop = atalfasgwi2l);
14 4% oppen Eile, inicialize co O, map into memary *F
15 fd = Openiacgv[l], C_RDWR | O_CRERT, FILE_HODE];
i6 Wrice|fd, Echared, siteécf|struce gharad)] )
17 PLE = Heap(MULL, sizeof(struct shared), PROT_READ | FROT_WRITE,
in HAF_EHARED, E£d, Oks
is Class [Ed);
0 f* inirSalize semaphore that is shared betwsen processes *f
21 sem_init[&ptr-rputex, 1, 11i
22 setbuf [prdout, WULL); J* gtdont is unbuffered *F
23 i1f (Fork(] == @) { §* child ¢
24 for (1 = Oy 1 = nloap; i+s] [
25 Sem_walt [EpEr->matexl;
26 prirncfi"child: %d\n®, por=»osuntes);
27 Sen_post (Eptr->matex) g
28 1
19 exie (D)
3a ¥
b J* pagent *f
. | for (i = 07 i < nloop; fe+} |
13 Sen walt(GpEr->matax) ;
34 prioEf|"parent: %d\@Y, pLE-R{ounbé+); B}
38 - Sem_past{EDEC->matax]
E1 1
37 axlci(o);
LB shm fimerds

Figure 1212 Counter and semaphaore are both in shared memary.

Deflne structurs that will be ln shared memory

We define a structure containing the integer counter and a semaphore to protect it
This structure will be stored in the shared memory object.

7 e

ra

B
g
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Fd=19

F0-371

parent executing here —p=| |

12.4

Map the memory

We create the file that will be mapped, and write a structure of 0 to the fle. All we
are doing is initializing the counter, because the value of the semaphore will be initial-
ized by the call to sem_init. Nevertheless, writing an entire structure of 0 is simpler
than to try to write only an integer of 0.
Inttalize semaphore

We are now using a memory-based semaphaore, instead of a named semaphore, so
we call sem_init to initialize its value to 1. The second argument must be nonzero, to
indicate that the semaphore is being shared between processes.

Figure 12.13 is a modification of Figure 12.11, noting the change that the semaphore
has moved from the kernel into shared memory.

shared memory
| count & semaphare |

parent j*; child
BCruct shared *"pLr; e Lpbruct sharsd *ptri

LE (Fark() == O} | ILf [Foark(l == 0) [
Ff* ghild *¢ f* #hlld =y
£ child executing here —e=

1 | }

/* parent =/ I i* parent *f

Flgure 12.13 Counler and semaphare are now in shared memory:

4.4B85D Anonymous Memory Mapping

Our examples in Figures 12.10 and 12.12 work fine, but we have to create a file in the
filesystem (the command-line argument), call open, and then write zeros to the file to
initialize it. When the purpose of calling mmap Is to provide a piece of mapped memary
that will be shared across a fork, we can simplify this scenario, depending on the
implementation.

1. 44BSD provides anonymous memory mapping, which completely avoids having
to create or open a file. Instead, we specify the flags as MAP_SHARED |
HAP_ANON and the fd as —1. The offset is ignored. The memaory is initialized to 0.
We show an example of this in Figure 12.14.

2. 5VFR4 provides fdev/zerc, which we open, and we use the resulting descrip-

tor in the call to mmap. This device returns bytes of 0 when read, and anything
written to the device is discarded. We show an example of this in Figure 12.15.
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12.5

(Many Berkeley-derived im plerentations, su ch as SunD5 4.1.x and BSOS 3.1
also support /dev/zero )

Figure 12.14 shaws the only portion of Figure 12.10 that changes when we use 44850
ANGNYymOUS MEmany mapping. :

form f Erocr_ g _anowL
ok dfem | fncT_mag,_anon

4 main[int &Tge. char **argvi
|

int {, mleopl

ink *pLE:

gam Tt "mebeN]

m =

: jf fargc 1= 41
10 err_qule | "uEnge: iner_map anof <l lgopax®};
11 nlecp = atallargwilll:

13 i* map into RemOTY =
3 ptr = Heap(FULL. sizeatint], PROT_READ | FROT_WRITE,
i

1
i MAP SHARED | MAP_AMOH, =1, 01

ghen Jimer_msp_gnant

Figure 12.14 4 4BSD) anonymous memody magping

The automatic variables £2 and zero are gone, as is the command-line argument
that specified the pathname that was created.

We no longer open a file. The MAP_ANCH flag 15 specified in the call to mmap, and
the fifth argument (the descriptor) is -1.

SVR4 /dev/zerc Memory Mapping

Figure 1215 chows the only portion of Figure 12.10 that changes when we mip
Jdey/zero.

ghr [ ingr_dev_zeros

3 imk

4 mafinilne args, char "Targvl

§ L

i imE fa, i, nloopi

) int SHLE | i
] giem_E  *mRiCEX)

5 if farge 1= 2

10 err_guik(“asagel ipor_dev_S8ro cilloope>®l§

11 faloop = atol largvil]ii

b ¥ | J* open [dev/zero, BaD ipte memary =/

13 fd = Dptnn;'.-'n:l.-uv.rztrn‘. o_RIWT 1

14 per = Meap (MULL, gizect (iot), PROT_READ | PROT_WRITE. MAP_EHARED, fd, 0}
15 close{fd]

glpm [incr_dev_zem.c
Figure 1115 SVRA memary wapping of /dev/zerd,

T il
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— — ,' ;
E §-11 The automatic variable zero is gone, as is the command-line argument that speci- i g
] fied the pathname that was created. !
1 12-1% We epen /dev/zero, and the descriptor is then used in the call to m=ap. We are AR
guarantesd that the memory-mapped region is initialized to 0. it
i EE M
1 '8
12.6 Referencing Memory-Mapped Objects i
Ll |
1
iy i
When a regular file is memory mapped, the size of the mapping in memory (the second : i;
argument to mmap) normally equals the size of the file. For example, in Figure 12.12 the ]!
file size is set to the size of our shared structure by write, and this value is also the "
gize of the memory mapping. But these two sizes—the file size and the memory- !
mapped size—can differ. l
We will use the program shown in Figure 12.16 to explore the mmap function in i
more detail
- - - ghm/iesi]L .
1 #includs *unplpe.h® 1 ]
i int 180
3 main(int args. chary *“argvl {
4 | ]
5 int fd. ig .
[ char b =1 o | Bl |
7 gize & filegise, FRapalie, pPAJERLES; '
iy
B 1f [argec !'= 4] Elt'
5 err_guik {"usage: testl <pathnama» <fllesize> comapsize>=);
14 fllesize = atoldacgv[2]); 1r
11 peapalize = atol {jargw(3])e L
12 i* gpan Eile: create or truncate; set file size *F Jl
13 £d = Opan[argvill, O_BDWR | O_CREAT | e_TRtmc, FILE_MOOE] | j-:
14 Lesnkifd, Fllesize - 1, EEEE_BET) ] ||:
15 . Weitselfd, ==, 1): it
' ]
16 pEr = Haap{NULL. mrapsize, FROT_READ | PROT_WRETE, MAP_SHARRED, £d. O}; '-.I
7 Close[£d); i
o .
i@ pagesize = Sysconii SC_PRIESIZIE]. B
19 prinef (*PAGESIZE = Wld\n®, (lopg]l pagesiEe] ) il
20 for (i = 0; i « maxifilesize, e=apsize); i += pagesize) { :{
a1 prinef (“pEr[%d)] = %\vn*. L, pErll]d; |
23 pEr[i] = 1, '
23 printf(~ptr(id] = ®d\n*, i = papesize - 1, pir[i = pagenize - 1li:
24 ptrli + pagesize - 1] = 1; !
2% } i
28 prinef(*peribd] = %dvn~,. 1, peEclil); i1
a7 exik (0] I
28 it
: shm [test].c !i'.
Flguee 1216 Memory mapping when raag equals file size. 1
-_.!
iR
7 Hh
| 8}
i, 1. Wik
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Command-line arguments

#-11 The command-ling arguments specify the pathname of the file that will be created
and memory mapped, the eize to which that file is set, and the size of the memory map-
ping. ;
Create, opan, truncate file; gel flle slze

§3-15 The file being opened is created if it does not exast, or truncated to a size of 0 if it
already exists. The size of the file is then set to the specified size by seeking to that size
minus 1 byte and writing 1 byte.

pMemaory map file
1¢-17  The file is memory mapped, using the size specified as the final command-line
argument, The descriptor is then closed.

Print page slze
18-1% The page size of the implementation i$ gbtained using sysconf and printed.

Read and store the memery-mapped reglon

20-36 The memory-mapped region is read (the first byte of each page and the last byte of
each page), and the values printed. We expect the values to all be 0. We also set the first
and last bytes of the page to 1. We expect one of the references to generate a signal
eventually, which will bermnunate the program. When the £or loop terminates, we print
the first byte of the next page, expecting this to fail {assuming that the program has not
already failed).

The first scenario that we show is when the file size equals the memary-mapped
size, but this size is not a multiple of the page size.

salaris ¥ 1ls -1 foo

foo: Mo such £ile or directory

salaris % EaStl foo S000 5000

PAGESIZE = 4058

pre(d] = 0O

peel4035] = 0

prr[4oss] = 0

pte(8181) = 1]

Segnentabion ?nult{cnredunpi

golaris & 1ls =1 -7

-ru=g=-F== 1 rstevens otherl go00 Har 20 17:18 £q0

golaris % od <b -k 4 foo

sedpo00 001 000 B0 000 Q09 QoD ppo 600 ooo 004 poo 000 Qo0 gon oo ood
goooois oooD 000 gga oo@ ooo Qoa aoo 000 000 goo Qoo QoD pog oon 00o oo
-

gaadcen oop 000 goo ooo 000 000 Gol o006 000 ooo goo @00 009 &30 000 G0l
pooEgse 0ol 600 00D 009 goo oo0 000 000 poo Qoo o0 oo poo a@o ooo Qo9
goo4llz 000 060 000 DOO poo o000 G066 o000 Qo0 poo o0 000 @00 GO0 009 ooD

ooosSo0no

The page size is 4090 bytes, and we are able to read the entire second page (indexes 409
through 8191), but a reference to the third page (index §192) generates SIGSEGY, which




Y -

Gection 126 Referencing Memory-Mapped Objects 319

the shell prints as “Segmentation Fault” Even though we set prr(8131] to 1, this
value Is not written to the file, and the file's size remains 5000, The kernel lets us read
and write that portion of the final page beyond our mapping (since the kernel's memory
protection works with pages], but anything that we write lo this extension s not wrikben
to the file. The other 3 bytes that we set to 1, indexes 0, 4095, and 4096, are copied back
1o the file, which we verify with the od command. (The -b option says to print the
bytes in octal, and the -& 4 option says to print the addresses in decimal) Figure 12.17
depicts this example.

file slre
|
1
| fllE
ciffset: 0 L)
index O £000 5000 B1#
= =
| I oTY -[EA | reglom recnatnder y
oy -fEA D e ‘L
! PPl g L af last page !
TTT T : felerErces
|-|— references DK ————"% == QiniCTale
* 5 IaEETY

emap () soe
Figure 1117 Memory ma pping when moap slee egjusals file size

If we run our example under Digital Unix, we see similar results, but the page size
is now B192.

alpha & la -1 foa

fon not found

alpha & Esatl foa SO00 S000

PRACESIZE = B193

per(d] = @

ptriB19l] = 0

Memary faulk (coredump)

alpha % is =1 foo

- [l g=—=L== ] retévEns opEfaLor so00 Mar 11 08:4d foo

We are still able to reference beyond the end of our memory-mapped region but within
that page of memory (indexes 5000 through B191). Referencing ptr [8152] generates
SIGSEGV, as we expect.

In our next example with Figure 12.16, we specify a memory mapping (15000 bytes)
that is larger than the file size (5000 bytes).

solarls ¥ = fan

solaris % testl foo 2000 15004
PAGESIZE = 4006

per[0] = @

;'-I‘.r.:d.l:l‘]E.] = 0

prr[4086) = D

e e .

T e

S AR, -

i
e

i R P
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i phe[A191] = 0

2 Bis Error [coredusp)| 1
golarls % 1s -1 foo [

i === 1l rstevens othesl 2000 Mar 20 17:37 foo F

£ The results are similar to our earlier example when the file size and the memory map

: size were the same (both 5000). This example generates SIGBUS (which the shell prints
1 @ as “Bus Error”), whereas the previous example generated SIGSEGY. The difference is
that SIGBEUS means we have referenced within our memory-mapped region but beyond
the size of the underlying object. The SIGSEGV in the previous example meant we had
] referenced beyond the end of our memory-mapped region. What we have shown here
F is that the kernel knows the size of the underlying object that is mapped (the file foo in
i this case), even though we have closed the descriptor for that object. The kernel allows
| us to specify a size to mmap that is larger than the size of this object, but we cannot refer-
: ence beyond its end (except for the bytes within the final page that are beyond the end
! of the object, indexes 5000 through B191). Figure 12.18 depicts this example.

f
[
]
.
14
|
|
1

i

E- fite size

:

'It §= file

I ¥ - LR

e oifset: 0 g

Is mrap ) slze

j' Index: 0 4399 5000 _  B191 BISZ um*

j+ of page

B RS SR o e e ; telerences

i e references OK = SICBUS 4..|_,,_ —

(! S 1GSEOV
: i Flgure 1218 Memory mapping when mnap size excesds fle size,

- Qur pext program Is shown in Figure 12.1%. 1t shows a common technigue for han-
ik dling a file that is growing: specify a memory-map size that is larger than the file, keep
et track of the file’s current size (making certain not to reference beyond the current end-
of-file), and then just let the file's size increase as more data is written to the file.

Opan fila
g-12 We open a file, creating it if it does not exist or truncating it if it already exists. The
file is memory mapped with a size of 32758, even though the file’s current size is 0.
Increasa file slze
1316 We increase the size of the file, 4096 bytes at a time, by calling frruncate (Sec-
tion 13.3), and fetch the byte that is now the final byte of the file. :r
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1 #includa *unpips. h*

7 Mefine FILE "cest,data”

3 ddefine SIEE 12768

4 Int

§ mainiint arge, char *"apgv)

g 1

7 int ra, Li

[ char TREL;

¥ /* open: create or trupcate; then pmap file %/

i@ fd = Open(FILE, O_BDWER | O_CREAT | C_TRUNC, FILE_MOTE) |

11 prr = Hmap [WULL, SIZE, FROT_READ PROT_WRITE, HMAP_SHARED, fd. O}

13 For {1 = 408G6; 1 <= SIZE; 1 += 40%6} |

11 princf{*sstting £ile size ta Wdin®, il:

p | Frruncate{fd, 1];

1 printf (*per[d] = %, § - 1. ptrid - 1]
1% }
17 exlt (0]

18 ]

able to reference the new data through our established memory map.

Figure 1219 Memory map example that lets the file slee grow.

ghm [besfd.c

When we run this program, we see that as we increase the size of the file, we are

alpha % 1l =1 teaat.dats

test. . datar He such file orf dAlzectory
“alpha % testl

secking file size to

ptri4055%] = @

satting file

pEe[8151] = 0

secting file
per[123287] =
settlng file
ptr|lE3B1] =
setting file
pEC[204TY) =
setting file
pEr[24575] =
satting fille
pEc[28671] =
patting flila
pEr[I2TET] =

siia

File
[«]
slze
a
siza
o
size
5]
slize
a
alew
o

2

(4]

to

Eao

Eo

to

4096

12288

16384

d048D

AA5TE

10673

el

alpha % 18 =1 cast.data

~FW-L=<F==

1 rstevens otharl

32768 Har 20 17:5%1 ceskt.data

i
I
]
1
i
1
|
i
1

‘i

: . o e 1. 1 . e =
e S T

i 2 it e e i e i § i
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12.7

This example shows that the kernel keeps track of the size of the underlying object that
is memary mapped (the file test .data in this example), and we are always able to ref-
erence bytes that are within the current file size that are also within our memory Map.
We obtain identical results under Solarls 2.6 :

This section has dealt with memory-mapped files and mmap. In Exercise 13.1, we
modify our two programs to work with Posix shared memory and see the same resulls.

Summary

Shared memory is the fastest form of IPC available, because one copy of the data in the
shared memory is available to all the threads or processes that share the memory. Some
form of synchronization is normally required, however, to coordinate the various
{hreads or processes that are sharing the Memory.

This chapter has focused on the m=ap function and the mapping of regular files into
memory, bécause this is one way ta share memory between related or unrelated pro-
cesses. Once we have memory mapped a file, we no longer use read, write,or lseek
to access the file; instead, we just fetch or slore the memory locations that have been
m.:]apc:.! ig the file by mmap. Changing explicit file 1,/0 into fetches and stores af mem-
ory can often simplify our programs and sometimes increase performance.

When the memory is to be shared acToss a subsequent fork, this can be simplified
by not creating a regular file to map, but using anonymous MEmary mapping instead.
This involves either a new flag of MAP_ANON (for Berkeley-derived kernels) or mapping
jden/zarao (for SVR4-derived kemnels).

Ohir reason for covering mmap in such detail is both because memory mapping of
files is a useful technique and because mmap is used for Posix shared memaory, which s
the topic of the next chapler.

Also available are four sdditional functions (that we do not cover) defined by Posix

dealing with memory management:

e mlockall causes all of the memory of the process to be memary resident.
unlockall undoes this locking.

« mlock causes a specified range of addresses of the process lo be memory resi-
dent, where the function arguments are a starting address and a number of bytes
from that address. munlock unlocks a specified region ol memory.

Exercises

121 What would happen in Figure 1219 if we executed the code within the for loop one mOTE
time?

122  Assume that we have bw processes, i gender and & receiver, wiith the former just sending
messages to the latter. ASSUME that System V message quEUES are used and draw a dia-
gram of how the messages §o from the sender to the receiver. Mow assume that our




